7th Signal Command (Theater)

Army Whitelist Registration

What is Army Whitelist Registration?

To ensure only properly configured web servers are allowed to connect from
DoD networks to the commercial internet, USCYBERCOM maintains a list of all
websites on the NIPRnet requiring connection to the commercial internet.
Internet-facing websites registered on this "whitelist" were previously listed in a
database called A&VTR. The A&VTR database was replaced by a new database
called the Army Registry of Networks and Layer-3 Devices (ARNLD).

Registration Deadline: 30 Nov 2010

USCYBERCOM Communications Tasking Order (CTO) 10-079 requires units to
register their internet-facing websites in the ARNLD database not later than 30
November 2010. Any sites not properly registered on the ARNLD database by
this date will be unable to connect to the NIPRnet.

What actions are required?

Army Commands, Army Service Component Commands, Direct Reporting Units
and their subordinate organizations who operate NIPRnet websites should re-
view the ARNLD database. Access the ARNLD website at https://
www.us.army.mil/suite/page/600053, and verify your requirements are com-
pletely and correctly reflected.

Information previously submitted to the A&VTR database was not automatically
transferred to the ARNLD database, so new System Registration Module (SRM)
requests are required for all NIPRnet connection requirements. It is the respon-
sibility of the website owner to submit registration requests for their websites
even if the web server equipment is administered by the local Network Enter-
prise Center (NEC) or another web host provider.

7th Signal Command can assist

On 7 October, 7th Signal Command Operations Center sent detailed information
about the USCYBERCOM order to ACOM, ASCC, and DRU CIO/G6 POCs, T
so they should already be aware and working towards compliance. As r a

the deadline approaches, 7th Signal Command NECs can provide tech- ;
nical assistance in completing SRM Requests. For more information or V(
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assistance, contact the 7th Signal Command Operations Center, (706)
787-7858.




